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Future-proof automation since 1960’s

A long history in digitalization of process industries
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1979
Damatic, 

the first DCS

1990 - 2000’s
DNA DCS, Dynamic 

Network of Applications

1980’s
Damatic XD, modular 

2nd generation DCS

2015
Valmet DNA 

automation 

system

1960
Airmatic,

a pneumatic 

measurement and 

control system

Advantages to 

customer industries:

2019
Valmet 

DNAe

User 

Interface

1797
Tampereen

Verkatehdas
220 years 
of  industrial 
heritage

1942
Valmet 

Lentokonetehdas
Improving aviation 
safety - black box 
innovation

1982
Analyzers &

Measurements

Kajaani Elektroniikka

1986
Paper IQ 

QCS

2015
Valmet IQ  

Distributing controls & 

gathering performance data 

Embedded 

intelligence 

& advanced 

information

Benchmarking   

best practice 

sharing 

capability

Valmet DNAe – the next generation automation system 

Location independent process control and

optimization solutions empowering users, increasing 

efficiency, safety, cybersecurity and autonomy of industrial 

processes

2017 →

Valmet Industrial 

Internet - VII

2000’s
24/7 services

2023
Batch

automation

D3 DCS 

FlexBatch

2024
Gas 

Chromatography

MAXUM II

2024
Valmet 

DNAe

DCS

2018
Boiler 

Diagnostic 

Systems

Enertechnics
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Key segments

Proven automation performance 
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Global market leader, #1 - 3 in pulp 

and paper with the widest offering on 

the market.

More than 250 tissue lines, 150 board 

& paper lines automated, 

over 3,000 QCS and profiler deliveries 

since year 2000.

Over 100,000 analyzers and 

measurements delivered.

Pulp and paper

Leader in bio and waste-to-energy 

automation with decades of power 

plant automation expertise.

Over 1,200 control system deliveries 

for different power plant types.

Energy

One of the world leading suppliers to 

cruise vessels with multiple 

references from the world’s largest 

luxury cruise companies.

Over 40 years of expertise in marine 

automation with +850 marine 

Automation Solutions delivered.

Marine

Batch, continuous and hybrid process 

automation with over 500 references in 

a wide variety of processes 

from refineries, mineral processing and 

water treatment to power-to-X.

#1 - 2 in Process Gas Chromatographs 

and analyzer systems for essential 

process industries including chemicals 

and refining with largest installed base 

in the industry.

Process industries
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Stay ahead with intuitive and future-proof automation solutions and services

© Valmet  

Value-adding automation 
solutions to maximize 

competitiveness

Planning

Fast and reliable start-up by 
dedicated experts

Delivery and start-up

Continuous optimization and care to increase 
productivity

Operation phase

Automation products and technology Automation projects Service agreements

Lifecycle approach

Our automation 

offering

Delivery models

Core commitments Safety comes first              Close to you              People you can trust Solutions to your needs

Distributed 
control 

systems

Industrial 
applications

Data 
management 
and analytics

Quality 
Management

Analyzers and 
Measurements

Automation 
services

Guaranteed automation 

technology support and 

upgrade paths for your 

evolving needs

4

Asset 
Performance 
Management
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Towards more regulated industrial environments

~ 25 - 10 years ago -

Products

➢ Main interest how ICS 

security has been 

managed in products

➢ Patch management, 

Malware protection, 

Hardening

➢ Maintenance Services

Changing environment

~ 10 - 5 years ago -

Processes

➢ Interest of how information 

security and cybersecurity 

has been managed in 

Valmet Automation’s 

processes

➢ Requirements for product 

and offering cybersecurity 

increasing

➢ Various requirements as 

each customer has its own 

kind of requirements

~ 5 years -Today -

Comprehensive

➢ Interest of how Valmet as a 

corporation manages 

information and 

cybersecurity in all levels of 

organization

➢ Requirements for some 

evidence that Valmet is 

working as it says (i.e. 

certifications) 

➢ Integrations to Customer 

own system (e.g. SIEM) 

systems increasing

➢ Requirements more 

commonly based on 

standards, e.g. ISO 27001 

and IEC 62443
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~ Today – Tomorrow -

Regulated 

➢ National legislations

➢ NIS2 Directive

➢ Cybersecurity Act

➢ Data Act

➢ CRA Cyber Resilience Act

➢ RED Radio Equipment 

Directive

➢ AI Act

➢ IACS E26/E27

➢ The Machinery Regulation

➢ NIST

➢ ISO 27001, IEC 62443

(Vendors, Products, Plants)



Security Requirements

May 19, 2026

ICS

Customers’ 

Requirements

Standards & 

Regulations

Competitiveness
Valmet Policies & 

Business Reqs.)

Sec. 

Reqs. Sec. 

Policy Corp. 

Stand

ards

• IEC 27001

• IEC 62443

• IACS E26 & E27

• NERC-CIP

• GDPR

• EU RED Directive

• EU NIS2 Directive

• EU AI Act

• EU Cyber Resilience Act CRA

• etc.

Best Practices & 

Guidance

• NIST

• SANS

• ENISA

• Kyberturvallisuuskeskus

• DHS

• US-CERT, etc..

• ISO 9001  (Quality)

• ISO 14001 (Environmantal)

• ISO 45001 (Occupational Health and Safety OH&S) 

• ISO 27001 (Information Security)

• NIS2 (Information security/Cybersecurity)

• GDPR (Privacy)

• ISF SoGP (Information security)

• etc.

Level of security must match 

- preferably exceed - the 

security level of our 

competitors

• IEC 27001

• IEC 62443

• IACS E26 & E27

• NERC-CIP

• GDPR

• NIS2

• etc.
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RFQ/RFP Cybersecurity Requirements for ICS/DCS vendors and contractors

Cybersecurity in Projects, Services, and Bidding
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CS Requirement: make it short

• The Contractor must deliver Cyber Security Risk Assessment study which supports 
compliance with UK NIS Regulations, ISO27001, IEC622443 SOC 2 & GPDR

CS Requirement: compliance reasons 

• NIS2 and CRA compliance automation system

• IEC 62443 security requirements fullfilling DCS

CS Requirement: all mighty SIEM

• Security Information and Event Management System shall be part of Valmet DNA 
DCS scope



IACS E22, E26 Cyber resilience of ships & E27 Cyber resilience of on-board systems and 
equipment

Maritime Cybersecurity requirements for suppliers
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• Processes, responsibilities and documentation

• Development, designing, manufacturing for delivery and operation and maintenance

E22, computer-based 
system lifecycle

• Security requirements inherited from IEC 62443-3-3

• Basic requirements for all Computer Based Systems (CBS)

• Additional security capabilities for systems with connection to untrusted networks (outside of 
E26 defined CBS)

• Documentation, Demonstration of compliance

E27, control and 
automation system 

requirements

• Resilience inherited from NIST Cybersecurity Framework (Identify, Protect, Detect, 
Response and Recover) 

• Security lifecycle and system risk management

• Documentation, certification or testing procedure

E26, Cyber resilience



Foundational Requirements (FR 1-7), Security Level (SL) Targets, IEC62443 defined

FR 1 - Access Control (AC) 

• Protect access from unauthenticated entities

• SL1 and MFA (SL3), Approval process (SL2) and 
software/device identity and authentication (SL2) for 
remote/untrusted networks for untrusted networks

FR 2 - Use Control (UC)

• Protect against casual or coincidental misuse

• SL1 and Remote session termination (SL2)

FR 3 - System Integrity (SI)

• Protect the integrity of the CBS against casual or 
coincidental manipulation

• SL1 and Cryptographic integrity (SL2), Session 
Integrity and IDs (SL3) for remote and untrusted 
networks

E27, Cyber resilience of on-board systems and equipment
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FR 4 - Data confidentiality (DC)

• Prevent the unauthorized disclosure of information 
via eavesdropping or casual exposure

• SL1

FR 6 - Timely response to event (TRE)

• Monitor the operation of the CBS and respond to 
incidents

• SL1

FR 7 - Resource availability (RA)

• Ensure that the control system operates reliably 
under normal production conditions

• SL1

FR 5 - Restricted data flow (RDF)

• NO REQUIREMENTS specified in E27



EU legislative initiatives related to the CRA

EU Strategy for 
Data Feb 2020)

Digital Services 
Act (Feb 2024)

Digital Markets 
Act (May 2023)

Data 
Governance Act 

(Sep 2023)

Data Act (Sep 
2025)

AI Act (June 
2026)

EU
Cybersecurity 
Strategy (Dec 

2020)

NIS2 Directive 
(Oct 2024)

CER Directive 
(Oct 2024)

Cyber 
Resilience Act

(Dec 2027)

Cyber Security 
Act 2 (proposed 

Jan 2026)

Older legislation

NIS Directive 
(May 2018)

Cyber Security 
Act (June 2019)
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NIS 2 (Network and Information Security 2)
Requirements and obligations for EU companies

Risk management

Corporate accountability

Reporting obligations

Business continuity

May 19, 2026 © Valmet  11



Cybersecurity risk-management measures (Article 21)

policies on risk analysis and information system security

NIS2 Directive

May 19, 2026 © Valmet  12

incident handling

business continuity, such as backup management and disaster recovery, 

and crisis management
supply chain security, including security-related aspects concerning the 

relationships between each entity and its direct suppliers or service providers
security in network and information systems acquisition, development and 

maintenance, including vulnerability handling and disclosure
policies and procedures to assess the effectiveness of cybersecurity risk-

management measures

basic cyber hygiene practices and cybersecurity training

policies and procedures regarding the use of cryptography and, where 

appropriate, encryption

human resources security, access control policies and asset management

the use of multi-factor authentication or continuous authentication 

solutions, secured voice, video and text communications and secured 

emergency communication systems within the entity, where appropriate
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❑ Ensure that entities take 

appropriate and 

proportionate technical, 

operational and 

organisational measures 

to manage the risks

❑ The measures shall be 

based on an all-hazards 

approach that aims to 

protect network and 

information systems and 

the physical environment 

of those systems from 

incidents, and shall 

include at least the 

following:



 The EU Cyber Resilience Act (CRA), published as Regulation (EU) 2024/2847, is a mandatory 

legal framework establishing cybersecurity standards for hardware and software products with 

digital elements sold in the European Union. It mandates security by design, covering the entire 

lifecycle, including mandatory security updates and vulnerability management.

 Products will bear the CE marking to indicate that they comply with the CRA requirements and 

national market surveillance authorities will ensure enforcement of the rules. 

 The CRA entered into force on 10 December 2024. The main obligations introduced by the Act 

will apply from 11 December 2027, with reporting obligations to apply as of 11 September 2026. 

The Cyber Resilience Act (CRA)
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Reporting obligations 

apply

11th of September 2026

All CRA 

requirements apply

11th of December 2027

While full product compliance 

(CE marking) is due Dec 2027, 

reporting obligations start Sep 

2026

Entry into 

force

10th of Dec 2024



The most important requirements

Products with digital elements must conform with 

“essential cybersecurity requirements” which are 

presented in Annex I

Risk based approach

Products shall “be made available on the market without known exploitable 

vulnerabilities”

Requirements secure by default configuration, security updates, access 

control, encryption, data integrity, data minimization, availability, attack surface 

minimization, activity recording

Manufacturers shall also conform with 

“vulnerability handling requirements” in Annex I

Documentation, possibly including software bill of materials, remediation 

including security related fixes, testing, public disclosure of vulnerabilities, 

channel for receiving vulnerability reports, delivery of security updates free of 

charge (with limited exceptions for tailor-made products)

Information and instructions to the user Contact information, product documentation, technical support details,… 

EU Declaration of conformity Conformity Assessment

Cyber Resilience Act (CRA)
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ESSENTIAL CYBERSECURITY REQUIREMENTS (ANNEX I)

 Manufacturers may not make digital products available into markets unless they meet the 

essential cybersecurity requirements:

1. SECURITY REQUIREMENTS RELATING TO THE PROPERTIES OF PRODUCTS WITH DIGITAL ELEMENTS

2. VULNERABILITY HANDLING REQUIREMENTS

Cyber Resilience Act

 Product

– Appropriate level of cybersecurity risks

– No known vulnerabilities in the product

– Secure default configuration

– Access control

– Protect data confidentiality and integrity

– Limit attack surface

– Mitigations for exploits

– Logging

– Security updates

 Vulnerability management

– Identify vulnerabilities through software bill of 

materials

– Regular testing

– Remediate without delay

– Disclose vulnerability information when update is 

available

– Securely distribute updates

– Distribute security updates without delay and free of 

charge with advisory

May 19, 2026 © Valmet  15



Obligations of importers and distributors

An importer shall ensure that the product has gone through the appropriate conformity assessment procedures, the 

manufacturer has drawn up the required technical documentation, the product with digital elements bears the CE 

marking and is accompanied by the EU declaration of conformity in a language which can be easily understood by users 

and market surveillance authorities. An importer shall also disclose its own contact information.

Before making a product with digital elements available on the market, distributors shall verify that the manufacturer has 

fulfilled its obligations and have communicated all necessary documents to the distributor

An importer or distributor shall be considered a manufacturer where that importer or distributor places a product with 

digital elements on the market under his or her name or trademark or carries out a substantial modification of the product 

with digital elements already placed on the market.

Cyber Resilience Act (CRA)
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Customer challenges in OT/ICS Cybersecurity  
Protecting all OT/ICS assets in a multivendor and multisite environment

17

OP

S

Quality 

Controls

Process Controls Drive 

Controls

Machine 

Controls

Process Controls

Operator           

Engineering

Drive Controls

Operator 

Engineering

UPS

Quality 

Controls

Operator     

Engineering

DCS PLC

Machine 

Controls

Operator     

Engineering
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• What is our employees’ and Vendors’ cybersecurity awareness level?

• Do we know who are taking remote connections to our sites?

• Do we have any visibility to our OT assets?

• Can we patch all of them all the time? 

• Are there any cybersecurity controls installed in these assets?

• If not, will network level protection save us? 

• But if still something happens, can we recover everything?

Old system, obsolete components, cannot patch New system, components supported, patches exist

In IT side infra and cybersecurity 

already harmonized through-out 

the corporation

Oh, my 

OT…

May 19, 2026



 Management reviews do not cover cybersecurity

 Risk assessments do not cover cybersecurity risks (e.g. NIS2 “all-hazard approach”)

 Undefined responsibilities related to cybersecurity incidents & issues

 Continuity management plans have not been properly defined

 3rd party contractual requirements do not cover cybersecurity

 Information security incident management process/procedures have not been established 

 Improper access to OT environments (not been changed in years)

 No effective logging, monitoring, and alarming of OT systems

 No situational awareness considering known software vulnerabilities for OT environment

 Backup and recovery procedures not been established and/or tested

 No encryption on OT servers and networks

Observations from NIS 2 OT assessments

May 19, 2026 © Valmet  18



Finnish Transport and Communications Agency Traficom recommendations on cybersecurity risk 

management measures for NIS supervisory authorities

Risk management (all-hazard approach)

Networks and information systems

Network and information systems acquisition, 
development and maintenance

Suppliers’ services and cyber security 
practices of supply chains

Asset management and identification of 
important operations

Personnel security and cybersecurity training

May 19, 2026 © Valmet  19

NIS2 Cybersecurity Risk Management

Access management and authentication 
procedures

Cryptographic methods and measures for using 
secured electronic communication

Incident detection and handling

Backup management, recovery planning, crisis 
and continuity management

Baseline information security practices

Measures to secure the physical environment 
and premises

https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista

https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista
https://www.kyberturvallisuuskeskus.fi/fi/saadokset/suositus-nis-valvoville-viranomaisille-kyberturvallisuuden-riskienhallinnan-toimenpiteista


Article 21, Cybersecurity risk-management measures

Valmet offering to help with OT cybersecurity risk mitigation in NIS 2

Basic cyber hygiene 

practices and 

cybersecurity training

Stellar, Edge 

and 

Patching Services

Human resources 

security, access 

control policies and 

asset management

Active Directory,​

Portable Inspector, 

SafePort

and 

ElementOne

Policies on risk 

analysis and 

information system 

security

Consultancy services

Incident handling

Local 

Valmet Service

Business continuity, 

such as backup 

management and 

disaster recovery, and 

crisis management

Offline Backups,

Recovery Plan 

and

Crisis Exercise

Supply chain security, 

including security-

related aspects 

concerning the 

relationships between 

each entity and its 

direct suppliers or 

service providers

Cybersecurity FAT 

and 

Service agreements

Security in network 

and information 

systems acquisition, 

development and 

maintenance, 

including vulnerability 

handling and 

disclosure

Stellar, Edge 

and 

Centralized log 

collection and 

forwarding

The use of multi-factor 

authentication or 

continuous 

authentication 

solutions, secured 

voice, video and text 

communications and 

secured emergency 

communication 

systems within the 

entity, where 

appropriate.

Active Directory,

SCS or Secomea

and

Jump Servers

Policies and 

procedures regarding 

the use of 

cryptography and, 

where appropriate, 

encryption

HTTPS with DNA UI 

and

From FTP to SFTP

Policies and 

procedures to assess 

the effectiveness of 

cybersecurity risk-

management 

measures

Risk Assessments
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Valmet Cybersecurity Services Portfolio

Cybersecurity Consultancy

Risk Assessment for new sites

Cybersecurity Assessment for existing sites

Cybersecurity exercise for customer key personnel

Incident response support

Identity and Access Management
Active Directory management for Valmet standard setup

Active Directory workshop for custom setup

Endpoint Protection
Hardening, antivirus and allowlisting

Patching services

Vulnerability Management
Asset Inventory and lifecycle planning

Portable Inspector with ElementOne asset reporting

Network Protection
Centralized log collection and forwarding

Security Operations Center visibility package 

Intrusion detection/prevention system (Virtual Patching)

System Recovery
Backups 

Recovery Plan

Offsite backups hosting and recovery services

IEC 62443-2-4

Security program

requirements for 

IACS service 

providers

New version 2025



How to help and support customers?

Risk management (all-hazard approach)

Backup management, recovery planning, 
crisis and continuity management

Baseline information security practices

Asset management and identification of 
important operations

May 19, 2026 © Valmet  22

NIS2 Cybersecurity Risk Management

Backup and Recovery planning

System Recovery -services

System backup coverage, availability and responsibilities 
defined in the recovery plan

• Backup coverage in critical systems

• What is the time production can be restored from backups

• What kind of expertise is needed for recovery

Valmet’s Customer Service documents and helps to improve 
resilience in the events of disruptions and disturbances



How to help and support customers?

Access management and authentication 
procedures

Baseline information security practices

Networks and information systems

Network and information systems 
acquisition, development and maintenance

May 19, 2026 © Valmet  23

NIS2 Cybersecurity Risk Management

User management and passwords

Identity and Access Management (IAM) -

services

Access control procedures, maintenance, supervision and use of  
administrator credentials, based on Microsoft AD

• Active Directory (AD) system deployment planning

• AD/Domain system deployment

• AD and user maintenance

The goal is to reduce the use of "admin" user rights and 
introduce personal IDs without forgetting system maintenance 
and usability.



How to help and support customers?

Incident detection and handling

Baseline information security practices

Networks and information systems

Network and information systems 
acquisition, development and maintenance

Asset management and identification of 
important operations

May 19, 2026 © Valmet  24

NIS2 Cybersecurity Risk Management

Log collection and event visibility

Centralized log collection and forwarding

Collect security events for auditing and monitoring

• Improve centralized log collection in an automation system

• Visibility and forwarding of important security events to the 
monitoring organization (e.g. SIEM)

• Auditing capability from a centralized location

Visibility of logs and events from a single location without 
opening automation segments to untrusted networks



How to help and support customers?

Risk management (all-hazard approach)

Backup management, recovery planning, 
crisis and continuity management

Personnel security and cybersecurity 
training

Baseline information security practices

Incident detection and handling

May 19, 2026 © Valmet  25

NIS2 Cybersecurity Risk Management

Crisis exercises

Cybersecurity Consultancy -services

Tabletop exercises for continuous improvement of contingency 
and recovery, personnel training and testing of information 
security incident processes

• Exercise objectives and planning

• Exercise day implementation

• Exercise final reporting

Valmet Customer Service plans and executes crisis management 
exercises



What to expect?

Managing system extensions for existing 
”legacy” systems?

Lifecycle management: Additional legal 
agreements for managing products’ 
lifecycles?

Long sales processes – Delivery before vs. 
after December 2027?

Security by design vs. Security by default?

May 19, 2026 © Valmet  26

Cyber Resilience Act (CRA)

CRA mainly focuses on consumer products; 
Industrial environments requirements not 

fully addressed (yet?)

• A lot of unclear requirements - lot of room for different 
interpretations

• Lifecycle has to be defined for the product i.e. “whole 
system”

• Commercial equipments and components included in 
the system might have different lifecycles

• Case: System sold November 2026, estimated delivery July 
2027 → due to some delays actual delivery March 2028

• What to do?
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